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Abstract—Attacks, such as port scans, DDoS and worms,
threaten the functionality and reliability of IP networks. Early
and accurate detection is crucial to mitigate their impact. We use
the Method of Remaining Flements (MRE) to detect anomalies
based on the characterization of traffic features through a
proportional uncertainty measure. MRE has the functionality
and performance to detect abnormal behavior and serve as
the foundation for next generation netwerk intrusion detection
systems.

Index Terms—Anomaly detection, traffic anomalies, entropy
based intrusion detection.

I. INTRODUCTION

RADITIONAL security measures, like firewalls or anti-

virus solutions, are not sufficient for the variety and
sophistication of attacks. Early detection of potential attacks is
crucial to mitigate their impact. Intrusion Detection Systems
(IDS) based on entropy, [ 1], can be effective because malicious
activities change the network traffic nature. Anomalies are
characterized by unusuval and significant changes in patterns
of network activities disrupting behavior of traffic features.
The entropy of intrinsic features extracted from packet headers
e.g., source IP, destination IP, source port and destination port
numbers, [2], does not provide sufficient sensitivity to detect
some attacks that are short-term or distributed over time.

We propose the use of proportional uncertainty (PU) to
determine the remaining values of sequences of those intrinsic
features, since it provides better sensitivity to define the
cutoff between remnants and significant elements than that
of the relative uncertainty (RU) in [3]. Our results indicate
that by adjusting time-slot duration and cutoff threshold 3
in the remaining calculations, anomalies are exposed with
relatively high levels of remnant elements with respect to
typical behavior.

11. MEASURES OF ENTROPY

The application of Shannon’s entropy, [4], in anomaly
detection has disadvantages since short-term or attacks dis-
tributed over time are not clearly detected because uncertainty
is either negligible or distributed as well, then, we propose the
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use of a modified version of the low-bias balanced estimator in
[5]. For a discrete dataset X, which can take a finite number,
M, of possible vatwes X = {xy,...,zp}: the balanced
estimator for a data set of size N, is defined as
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with 7, number of counts value x appears in the set. The
second summation in (1) is a partial harmonic series using
the Euler-Mascheroni constant, [6], v = 0.5772156649 - - -,
with asymptotic expansion of the n-th harmonic number as
H, ~log(n)+v9+ (1/2)n~! — (1/12n~2 + (1/120)n~* -
(1/250yn=% + - .-, which gives the following
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where (pni2 — pn,+1) approaches zero when N and 7
increase indefinitely. This simplification gives us a more
efficient computational formula expressed as

M
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Maximum uncertainty in (3) occurs when ny;. = 1 for k =
1,2,..., M, which results in N = M, hence from (3), we get

A M+ 2
T
Hyjax (X) = M+21g( 2 ):

which exceeds the upper bound log( M) in Shannon’s entropy.
Equation (3) is our measure of entropy, |7, and has a signifi-
cant effect on data sets for which M is closed to N, which is
related to anomalous activities, i.e., when high diversity in IP
addresses or port numbers occurs. (e.g., port and IP scanning
or DoS attacks). Using (3) to calculate the PU in MRE, we
achieve a superior and controlled anomaly exposure than that
using Shannon’s entropy estimator as in [3], and in [8].
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III. THE METHOD OF REMAINING ELEMENTS
A. Proporiional Uncertainty
PU provides an index of uncertainty with respect to the
maximum Shannon’s entropy, i.e., the ratio of (3) to log(M).
Considering (4), we can see that such ratio will be bounded
above, thus for data set X and taking the limit as the alphabet
size increases, we define PU as,
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1089-7798/09325.00 (c) 2009 IEEE

Authorized licensed use limited to: Intel Corporation via the Inie! Library. Downioaded on August 5, 2009 at 16:14 from IEEE Xplore. Restrictions apply.

/ISSAM_ 108F]-FF9S



